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  Jan Hoff
   Digital Forensics and Incident Response Lead
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• 15 years in critical infrastructure - offensive and defensive 
track
• Worked at two of Europe's major energy companies
• Lecturer, University of Applied Sciences, Germany
• Based in Essen, Germany
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   Dragos Australia

• 18 years experience in OT incident response and forensics
• Background in aviation and manufacturing DFIR
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MORE (COMMODITY AND LEGACY) MALWARE IN OT

•Dragos Incident Response and Telemetry
• Increased retainer activations
•Better visibility == more detections
• xOT and IT integrations == more detections
•Better governance == more detections

•Dragos Intelligence Fabric confirms trend
• Infections may be present for years



CUSTOM OT MALWARE VS. LEGACY MALWARE



YES, OT SYSTEMS WITH CONFICKER IN 2026

•OT has up to 20+ year old hardware/software
• Infections can linger for years
•Cybersecurity passive control atrophy
•Lack of monitoring
•Out-of-date and lax cybersecurity controls
• Increased network connectivity

•Analysers, Cranes, HMI, Weighbridges, CNC 
Machines, Building Automation, and many more



COMMODITY LEGACY MALWARE – HERE TO STAY



WHY SHOULD ASSET OWNERS CARE?

•Older systems are less stable and fault-tolerant
•Regulatory & compliance requirements
•Changing risk appetite
•Remaining susceptible legacy systems are often “crown 
jewel” systems
•Challenging or impossible to replace
•Rarely backed up sufficiently
•Likely not under support



MALWARE CHALLENGES FOR OT

• Safety and reliability first
• Uptime requirements
• Lack of approved/supported and functional 

tooling
• Lack of visibility (and potential re-infection)
• Reliance on modern tools and approaches
•No easy replacements, access, upgrade, and 

restoration

• Limited antivirus and agent support
• Unexpected consequences of analysis and 

remediation
• Less classic forensic evidence collection and 

analysis – we know how this malware works
• Deep embedding of old infections

BOTTOM LINE: Do not approach this like modern ransomware remediation on modern computers

OT Environments Constraints OT DFIR is not IT DFIR



YOU FOUND $MALWARE – NOW WHAT?!?

•“Do not panic! – You are not alone!”
• IT playbooks likely will not help and could result in damage and disruption
•Risk management guides three different paths

Get the Whitepaper



OPTION ONE – IMMEDIATE CLEANUP



OPTION TWO – PLANNED CLEANUP



OPTION THREE – INDEFINITE INFECTION



DECISION CRITERIA

• Operational constraints
• Uptime and process sensitivity block standard 

cleanup
• Incomplete scope
• One missed system restarts the entire

cycle

• Legacy environments
• Tooling support is nearly absent, systems may 

already be failing
• Visibility gaps
• Without inventory and passive tooling, scope is 

unknowable



WHAT DO YOU NEED TO KNOW? DECISION CHECKLIST



BUILDING A REMEDIATION PROJECT

• Identify an appropriate time window
• Understand resource requirements and stakeholders 

(people, process, technology)
• Confirm the state of the environment and infections are 

well understood and visible
• Ensure potential side effects of both cleanup and 

persistent infection have been risk assessed - working 
with engineering and vendors



CLEANING OUT THE CABINET

CLEANUP 
STRATEGY

• Iden&fy all online and offline 
reinfec&on vectors

• Iden&fy all impacted assets
• Isolate segments; clean piece 

by piece; No reconnec&on 
un&l clean

• Remove unneeded infected or 
vulnerable devices

• Deploy permi3ed 
an4malware (incl. open-
source)

PREVENT 
REINFECTION

• Removable device and 
transient asset policies

• Removable device and 
transient asset and 
iden4fica4on and controls

• Network shares & aDached 
storage

• Remote access / internet 
connec4vity

• Patches (even emergency or 
unofficial) when permiDed and 
safe

UNTOUCHABLE 
HOSTS

• Strong network controls 
around all unremediated hosts 

• Implement network detec4on 
around isolated systems

• Plan replacement or upgrade



CLEANING VALIDATION

•Validate cleanup using network detection, 
IOC-based hunting, and/or host forensic spot-
checks
•Do site walks and interviews where needed to 
ensure all computers are accounted for
•Build stronger architectural, defensive, 
monitoring, and incident response capabilities 
moving forward
•SANS Five Critical Controls for Industrial 

Cybersecurity



KEY TAKEAWAYS

•Legacy commodity malware is already living in 
most OT networks.

•SANS 5 Critical Controls provide the foundation 
for detecting and responding to legacy malware.
•Analysing and remediating like modern enterprise 

malware may disrupt operations more than the 
infection does.

•Develop a plan based in understood and 
calculated risk and seek help if needed!

Conficker has done more 
damage to industrial orgs 
than China, Russia, and Iran 
combined.
When you do not maintain your 
OT networks, do not have 
backups, and cannot do 
anything beyond trying to keep 
people out - Conficker will 
catch up to you eventually

– Robert M. Lee,
   CEO, Dragos
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